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Driver registration via RFID and/or iButton

WHAT'S NEW

New functionality has been introduced with this version. It is avail-
able for PRO3 devices with firmware starting 00.A2.43, configurator
version 00.01.51r2.

e Authorized ID list

e DOUTs control

e Driver and passenger identification
o New IO parameters

RFID integration combines RFID, iButton, Buzzer/LED and allow
different registration type through these peripherals.

e Passenger and driver identification
e Mandatory driver identification

e Ignition blocking through RFID or iButton

You can get all newest software and firmware at
ftp://dev.ruptela.lt (user name: ftp, password: ftp).

Configurator update

You can see some new button and sections in configurator window. This is short overview of new features, configu-
ration details are described in this manual.

e First you can see Authorized IDs button (1). It is list of authorized IDs who can start engine when ignition blocking
is used.

e In IO settings window, notice two new parameters (2). This allows you to see driver and passengers IDs in reports.

IMPORTANT
Condition Event on: Change must be selected in order to see IDs!

e Port A and Port B now have new option RFID reader (3)

e On the bottom (4) you can see DOUT1 and DOUT2 configuration, registration mode and input source. Also
deregistration time drop box.
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CONFIGURATION

Open configurator and go to IO settings. Enable RFID according to port you connected peripheral device. This is
source where from device will get identification data.
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You can select up to 3 source inputs. Port A RS232 interface, Port B RS232 interface and iButton connected to
1-Wire interface.

Be advised

On some vehicles (usually Volvo and Renault with DXI engine) Port A is used to get CAN data via J1708,
so RFID is not be available on port A.

Next you need to configure digital outputs. DOUT"s are configured independently. It can control peripheral units
and/or ignition lock function connected to DOUT. You have 4 options from drop down menu:

e Disabled
e LED
e Buzzer

e Engine lock

LaM spaces left: ]
Operatar list
Interfaces
Potd  |RS232 | RFID reader v
PartB RFID reader “
[1 can
10 events
() CAM Silent ) CAN Active
DOUTY | Disabled v | DOUT2 | Disabled »
LED LED
Buzzer Buzzer
Engine lock Engine lock
Deregistration timeout, s | 300 £

If you select one option on DOUT1 it becomes unavailable on DOUT2 and vice versa.
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Operator list
Interfaces
Potd  |RS232 | RFID reader
PortB RFID reader
[ can
10 events
() CAM Silent () CAN Active
LOUTY | LED v LOUT2 | Disabled

Mode | Disabled

300

Deregistration timeout, s

Cloze
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will be discussed further in section Engine Lock.

Disabled output will not interact with any peripheral connected.

LED will blink when record is made (e.g. card or iButton is read).

Bugzzer interacts same as LED, just instead of blinking, it will make a sound.

Engine lock feature will lock ignition until registration is made with authorized card or ibutton. This feature

NOTE

You must connect peripheral to DOUT and configure it on that output. E.g. If you connected Buzzer to
DOUT]1, in configurator, select Buzzer on DOUT1 drop menu.

After configuring outputs you should select registration mode. Here you get 3 choices:

e Disabled
e Registration

e Mandatory registration

This is important!

If you leave this drop down menu as disabled, digital outputs will do nothing and iButton ID is sent only
once (ID is not held until ignition is switched off).

Operatar list
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Portt, | R5232 « | | RFID reader
PortB RFID reader
[ e
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| |
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Di: d
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e Registration option allow optional registration of driver and/or passengers over all three identification sources
(iButton, RFID port A, RFID port B) if they are connected. Outputs will became active on registration from any
source - in this case LED will blink and buzzer will make sound when either driver or passenger register.

e Only one source can be configured for Mandatory registration for driver. If you choose this setting, another drop
box will appear where you need to select source which will be controlling digital outputs.

Operator list

inefaces

Parté, R5232 + | | BFID reader
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Close
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Now, if you selected iButton as mandatory registration source, driver will have to register in order to drive.
If driver is not identified in 5 seconds after starting engine, peripherals connected to DOUTs start to indicate. In
example shown, LED will glow red and buzzer begins making sound alert until registration is made or engine is off.
Other registration sources (RFID port A and RFID port B) will register card ID without any authentication and send
record to tracking platform.

NOTE

Device will register driver ID with engine off if it is in normal mode or sleep mode. If device is in deep
sleep, registration will not happen. Entering sleep and deep sleep modes depend on configuration. We
recommend start engine and register within 5 seconds.

DOUTY |LED v| DOUT2 |Buzzer ~

Mode |Mandator:.rregistlaﬂnn '|

Input |iB|_|ttnn ~ | Reset ID

Deregistration timeout, = | 300 =

‘ Close |

Deregistration means period of time, when you can start engine again without need to register again. For example,
deregistration is set to 300 seconds (5 minutes). If engine is turned off, it can be started again within 5 minutes
without registration.

If Reset ID is not checked, iButton ID will be included with every record until deregistration time expires. If it is
checked, iButton ID will be sent only when iButton is attached.
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First of all we have to mention authorized IDs. It can be found in main configurator window.
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Here you can enter ID card/iButton authorization numbers who can start engine. You can store up to 120 records

in this list.

If you choose (and connect') engine lock function to one of DOUTs, new selection in mode drop box will appear.

DOUT1 | Engine lock »

Mode | Engine lock

DOUTZ | Buzzer ¥

w

Dizabled
Registration

b

Cloze

Select engine lock, then choose input source (iButton, RFID port A, RFID port B). Now if driver register authorized
card or ibutton, he is allowed to turn on ignition and start engine.

NOTE

If authorized ID was used to start engine and then unauthorized ID was scanned, record is made with
unauthorized ID but ignition is NOT blocked.

Deregistration time is applied same as for mandatory registration mode.

Indication

Indicators have pre-set values for successful and failed registration. RFID device has integrated LED and buzzer.
However if you want sound and/or light indication for iButton you have connect independent LED and/or buzzer.

e Buzzer
e LED

e Engine lock

It does not matter if Buzzer or LED connected to digital output is integrated into RFID or is separate device, it

will act the same.

e Buzzer will make 1.5 second long sound alert upon successful registration and short beeping upon failure.

Lconnection scheme shown in Installation Recommendations
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NOTE

RFID device will short beep each time card ID is read regardless failed or successful registration.

2014/02

e LED has two color indication: green LED is glowing all the time. If registration is successful LED will blink. If

registration has failed LED glows red.

e Engine lock itself has no indication but combined with LED/buzzer will make indications according to LED/buzzer

description. (e.g. DOUT1-Engine lock; DOUT2-Buzzer).

INSTALLATION RECOMMENDATIONS
Ignition Lock Schematics

When connected as shown below, device disables engine starter when output is ON. A simple automotive relay is
used to invert signal or immobilise engine starter. Note that 12 V and 24 V options are available.

llg-mnon power (+12V)

T
1
1 =—87 | FMPRO3 Digital Relays:
! —— output 1 12V 40A - for
.. B7a s_,,I__. light vehi
1 ght vehicles,
: 2 24V 40A - for
| trucks

Ignition power (+12V)

Starter Motor

Immobilizer relay connection

860 87a B?T
87a BSI h
3IJI
85 30

Relay pinout

iButton and Buzzer/LED schematics

RFID Schematics

iButton connection scheme is valid only for iButton (and
socket) purchased from Ruptela. If you bought iButton
socket elsewhere please see your product datasheet for
proper connection. It may require power supply
connection from 1-Wire power terminal (5 Volts).

Power supply 10 - 30 W
[PinT, red wire

10pin
connectort
DOUT1, digital output
! FInE, purple wirs | +
14pin
connector

£3 0 !Inm
| Pin2, black wire

iButton
DsS1990

1 Wire, data
Piné, greeniyellow wire

DEVICE

14pin connector

iER Rs232 porta, TX
) 5in7 pink wire
3 RS232 portB, TX
P

Pin3, orange wire

OR

reen wire can be
onnected either to
IRS232 port A or port B
but never to both.

# 10pin connector

Power supply 10 - 30 V F:]
E
Ground

Pin2, black wire

T1. dig
Pin8, purple wire

i

DOUT2, digital gutput
Pin10, ofange wire

Brown and blue wires can be
connected vice versa

RS8232 data
Buzzer
s LE D)
—Ground
e P o1 SUPPLY, 12124 W
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Registration mode logic schematics

Registration mode:

Device
Power on

Beep / Blink ok

Deregistration timeout (ID reset)

Unregistered state

Deregistration
timeout state

1D input (Timer reset)

Mandatory registration mode:

1D input

Deregistration timeout (Reset ID) " timeout state

Device
Power on

Igrition on ¥
Buzzer off state state

Igrition off

Buzzer timeout

Ignition off

Buzzer buzzing

1D input

1D input (Timer reset)

Deregistration | Ignition on

Buzzer timeout

1D input Registered state

Ignition off

Ignition lock:

Ignition on

Engine locked |

Valid ID input

Ignition off

state

Valid 1D input Deregistration

timeout state

Timeout (1D reset)

Valid ID input (Timer reset)

ID invalid

1D valid

— Ignition off

——Ignition on

Engine unlocked
state

Beep emor
Reset ID
Retain curent state

Beep ok
Change state
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